Abstract-This paper focuses on the energy optimal operation problem of microgrids (MGs) under stochastic environment. The deterministic method of MGs operation is often uneconomical because it fails to consider the high randomness of unconventional energy resources. Therefore, it is necessary to develop a novel operation approach combining the uncertainty in the physical world with modeling strategy in the cyber system. This paper proposes an energy scheduling optimization strategy based on stochastic programming model by considering the uncertainty in MGs. The goal is to minimize the expected operation cost of MGs. The uncertainties are modeled based on autoregressive moving average (ARMA) model to expose the effects of physical world on cyber world. Through the comparison of the simulation results with deterministic method, it is shown that the effectiveness and robustness of proposed stochastic energy scheduling optimization strategy for MGs are valid.
I. INTRODUCTION

M
ICROGRID is a complicated cyber physical energy system (CPES) integrating a physical network including distributed energy resources, local demands and transmission lines with an information network for sensing and control. The system is expected to exhibit good performance in terms of flexibility, efficiency, sustainability, reliability, and security [1] via communication, coordination and automation between energy producers, users and networks in local or regional levels. Driven by the expectation, continuous progress in cyber system, such as the enhanced sensing and communication capabilities as well as system modeling and control methods and tools, has been made to improve physical factors (e.g., frequency, voltage and power flow) in microgrids (MGs) operation and control over the years. However, the growth in the scale of cyber system such as enhanced sensing, increasing number of systems states, detailed models and autonomous software makes every physical system generally more complex [2] . Moreover, the inherent characteristics in physical process of microgrid system, such as the high randomness of unconventional energy resources, heterogeneous power quality requirements, continuous dynamic variations of the power flow and discrete state transitions between islanding and grid-connecting model, also impose a critical challenge to the security and reliability of the cyber system.
A great challenge lies in the optimal operation of MGs. It is clear that a good operation scheme is inseparable from a good modeling methodology which is able to approximate physical system closely. Due to the randomness, however, it has been a difficult task to fill the gap between the simulation model in cyber world and the real world. Accurate prediction is one way to solve the problem because it makes uncertain future of physical elements deterministic and available, such as photo-voltaic cells (PVs), wind turbines (WTs) generation and load demands. Unfortunately, perfect prediction is rarely implemented since the random nature, such as the changing of weather condition, diverse human preference and the error in sampling or measurement are extremely hard to capture. This inevitably leads to the degradation of MGs operation efficiency. Conventional MGs scheduling approaches fail to deal with this problem because of the lack of considering the influence of uncertainty in physical world on cyber world. In order to solve this problem, it is necessary to develop a novel modeling approach combining cyber system with physical system as a possible alternative approach.
There has been an increasing concern about cyber-physical systems (CPSs) in recent years [3−4] . Some studies have been done for analysis and modeling the joint dynamics of physical processes and cyber elements in power grid to improve the dynamic performance [5−6] . For the MGs energy management, a great number of studies have been done to optimize the operation of MGs [7−11] . These studies, however, are mostly based on deterministic optimization methods which ignore or simplify the uncertainties and hence the results of these studies may have a limited effectiveness in reality.
Our focus in this paper is on the problem of operation opti-mization of microgrid CPES. We concern the randomness in physical world of the CPES and its effects on energy optimal control of a microgrid. The goal is to reduce the energy costs of the microgrid in the long run. This problem is essentially a programming problem with the goal of cost minimization under condition of uncertainties while satisfying power balance and operational constraints. Through the consideration of the randomness, the CPES for microgrid energy management is expected to have good robustness and efficiency. This paper proceeds as follow. In Section II, the architecture of CPES for microgrid energy management is described. In Section III-A, the theory of two-stage stochastic programming is introduced. In Section III-B, the energy optimization problem is modeled as a stochastic programming problem under the condition of uncertainties. Section III-C models the uncertainties including PV generation, wind generation, load demands, and in the same section scenarios simulation method is described. In Section IV, a case of microgrid CPES is analyzed. In Section V, simulation results are shown to illustrate validity and superiority of the proposed model. Finally, the conclusions are given in Section VI.
II. CYBER PHYSICAL ENERGY SYSTEM FOR MICROGRID
ENERGY MANAGEMENT The architecture of CPES for microgrid energy management is shown in Fig. 1 . The CPES is a combination of the physical world and cyber world in microgrid.
In the physical world, distributed energy sources (DECs) in the household or community, including PVs, WTs, fuel cells (FCs) and storage units (battery banks) generate electricity to supply local customer loads through low level transmission lines. Through the power electronic interfaces and real time smart controls, the DECs and customer loads are connected to low level transmission lines forming the physical system of a microgrid. The microgrid is operated in either grid-connected mode or islanded mode, and the bidirectional power flow is admitted. The dynamic (frequency and voltage) or static (power flow) physical processes are major concerns because these processes have a large impact on system performance in the aspects of security, reliability and economy.
In the cyber world, the system performances are monitored and controlled to execute stable and optimal operation of the MG through a communication network, like wired/wireless network of sensor/actuator arrays, WLAN, Bluetooth, GSM, etc [6] . The centralized microgrid control architecture generally consists of three control levels: local control (LC) level at individual DERs, MG central control (MGCC) level, and distribution management system (DMS) level [12] . The LC uses real-time local information to control the voltage and the frequency of the microgrid in transient conditions [11] . The MGCC is responsible for the optimal control and operation of the microgrid. It uses the real time and historical data of the intermittent DERs (PVs and WTs) and loads to predict the future supply and demands, then make scheduling plan to operate microgrid in an economic manner. The DMS is in charge of the power exchange between MGs and the grid.
The performance of microgrid management system depends on the accuracy of prediction on intermittent DERs generation and customer loads. However, randomness in physical world such as the change of the weather, human preference as well as error in sampling/measurement will definitely have a significant influence on the results of the prediction. Now, probability and statistics have taught us that the future cannot be perfectly forecasted but instead should be considered in a random or uncertain framework. This requires a novel decision scheme considering uncertainties, which will be described in more detail in Section III. The decision scheme is assumed to be able to improve the efficient performance because it is based on appropriate modeling strategy on the uncertainties. In addition, the dynamic and steady-state security of the microgrid system such as voltage constraints and power flows limits are not in the scope of our discussion. 
III. STOCHASTIC PROGRAMMING BASED MICROGRID ENERGY OPTIMAL OPERATION
A. Introduction to Two-stage Stochastic Programming
Stochastic programming is a flexible and effective modeling method that can incorporate a high degree of uncertainty. Twostage with recourse problem as a general problem in stochastic programming is well suited to model MGs optimal scheduling problem. The classical two-stage with recourse stochastic programming problem can be described as follow [13−14] .
As shown in the objective function (1), it consists of a deterministic term c T x x x and the expectation of the secondstage objective(ω)
T y y y(ω) taken over all realizations of the random event ω. The decisions are split into two different stages depending on the different moments of decisions. The vector x x x represents all the first-stage decisions that have to be taken before the random experiment. The vector y y y(ω) is the second-stage decisions that have to be taken after the random experiment. Corresponding to two different stages, (2) and (3) hold the first-stage constraint and the second-stage constraint respectively. Here, ω is a possible realization of the random variable ξ ξ ξ(ω) defined over probability space (Ω Ω Ω, P P P ).
B. Modeling for Microgrid Energy Optimal Operation
In this section, we focus on the decision process in micro grid control center (MGCC), and formulate optimal operation decision model. To a great extent, the optimal scheduling decisions for a microgrid depends on the future information about renewable generation and demand loads. However, the randomness in the physical world is extremely hard to capture by the cyber world. Therefore, the modeling strategy in the cyber world should be considered by combining the physical world proceeding in random or uncertain frame.
In our model, the uncertainties of WT generation, PV generation, load demands are considered in the optimal operation problem of the MG. In an open electricity market, the MGCC must make decisions (first-stage decisions) about how much electricity it will purchase from each distributed generator (DG) and utility in advance. However, since the WTs generation, PVs generation and users loads are random, there has to be a gap between demand and supply in reality. For security needs, the gap will be filled with storage units or spinning reserves (second-stage decisions) which are very expensive. In order to reduce operational cost of MG, the firststage decisions the MGCC makes must try to keep the gap as small as possible so as to minimize the cost of energy storage and spinning reserves.
1) Objective:
The optimization goal is to minimize the operation cost of the MG over the prediction horizon under the condition of uncertainty. According to the above analysis, the operation cost consists of two parts: the first-stage cost includes the cost of electricity purchased in advance and units start-up costs; the second-stage cost is the expected cost of the sum of electricity purchased from spinning reserves and energy storage costs. Positive electricity purchase cost means purchasing electricity from utility grid and negative electricity cost means selling electricity to utility grid. When the MG is running in the islanding model, the electricity purchase cost is 0. The objective function is given in (5) .
where p t i and p t grid are the first-stage decision variables, which represent the amount of electricity purchase from the i-th DG and from the utility at hour t respectively. The first-stage decision variables must be made in advance, so the cost is free from random factors. p t grid can be either positive which means purchasing electricity from utility or negative which means selling electricity to utility. C 2) Constraints: At any moment, the total power generation and the total demand loads should keep balance.
where p t load is the aggregated average user loads units at hour t respectively. They are all modeled as random variables with certain distribution.
The output power of all distributed generation units is limited to a certain range because of technical reasons.
where p The remaining capacity of the j-th storage unit e t j is constrained to avoid over-charging or over-discharging within (9) . Energy conservation equation considering conversion efficiency and the self-discharging rate is given by (10) .
where
C. Scenarios-based Uncertainties Modeling
Solving the formulations given in Section III-B is an extremely cumbersome even impossible job because it requires high dimensional integral operation corresponding to the continuous random variable ξ ξ ξ(ω) to calculate the expected value of the second stage. A practical method to solve the problem is to consider the approximation of the original problem by taking n samples ω(s), s = 1, 2, . . . , n from sample space Ω Ω Ω of random variable ξ ξ ξ(ω) according to its distribution. Each sample corresponds to a possible realization which is represented by a scenario with a certain probability. In this way, we can decompose the complex two-stage stochastic programming problem into n easy-to-solve deterministic mixed integrated linear programming (MILP) subproblems with different probabilities by minimizing the expectation of the n subproblems. The approximation problem is expressed as (11) .
The first step to approximate the stochastic programming model is to know the probabilistic characteristics of the random variables, which often mean WTs and PVs production as well as loads in a MG. Unfortunately, it is very hard to find out their probabilistic characteristics since they involve too many random factors, like illumination intensity, cloud cover, temperature variations, etc. However, it should be noted that the uncertainties can essentially be depicted as a form of the forecast errors of WTs and PVs power production as well as loads, and with these factors it is easy to execute a statistical analysis. We use random variables ξ ξ ξ wt (e wt ), ξ ξ ξ pv (e pv ) and ξ ξ ξ load (e load ) to indicate the forecast errors of the WTs production, PVs production and loads respectively. According to Section III-B, the second-stage decisions p t rs (ω) and p t j (ω) are used to fill the gap between supply and demand caused by uncertainties, so they can be expressed as (12 , e load ) become related to random variables ξ ξ ξ wt (e wt ), ξ ξ ξ pv (e pv ) and ξ ξ ξ load (e load ). For random variables ξ ξ ξ wt (e wt ) and ξ ξ ξ pv (e pv ), they are assumed to follow a normal distribution N(µ, σ 2 ). The load forecast error ξ ξ ξ load (e load ) is assumed to fit the truncated normal distribution (TND) according to [15] . The probability density function (PDF) of the truncated normal distribution is formulated in (13) .
where µ, σ, a, b are the mean value, the standard deviation, upper and lower limits of the non-truncated normal distribution respectively. CDF N (·) is the cumulative distribution function (CDF) of the standard normal distribution.
Once the probability distributions of these random variables are known, we will be able to apply a method of discretization to solve the stochastic programming model approximately. The main idea is to use samples or scenarios to represent possible states of physical world in the future, as the preceding description. As a result, the uncertainty in the physical world can be simulated via discrete scenarios and then be analyzed and calculated easily in the cyber world. It should be noted that a rational and effective scenarios generation method is the key to simulate the uncertainty of real world. It helps expose the effects of physical world on cyber world.
The autoregressive moving average (ARMA) models based on time series theory is used to generate time-series-based scenarios. This is because that the forecast error during scheduling period is essentially a time series and correlated in time. It is reasonable and easy to model it as a stochastic process and simulate it by scenarios in a way of time series over the scheduling period. An ARM A(p, q) series can be expressed as (14) .
where ε t is a white noise series, and p and q are nonnegative integers which mean the order of AR(p) and M A(q) respectively. The choice of the order of ARMA model depends on auto-correlation function (ACF) and partial ACF (PACF) of sample data. The scenarios generation process based on ARM A(p, q) model is described as follow. First, we apply the ARM A(p, q) to get a time series over scheduling period, which is in terms of white noise and follows normal distribution. In the process, the probability of each value in the time series is obtained. Second, the time series is transferred to another time series, which follows the distribution of forecast error of WTs production, PVs production or loads as needed, via distribution transformation. The transformation function is mathematically expressed as (15) .
where F (y) is the CDF of the generated time series by ARMA model and Φ Φ Φ −1 (·) is the inverse of cumulative distribution function (CDF) of the corresponding forecast error random variable. The new time series Z is just a corresponding random scenario of forecast error. Then, repeat the process until getting enough scenarios.
Although substantial scenarios bring a more precise approximation on continuous distribution, a dilemma is that a large number of scenarios cause computational difficulties. A wise balance is by reducing some scenarios from the set of massive scenarios while keeping the original probability characteristics as much as possible. The basic idea of scenario reduction is to remove scenarios with very low probability and those that are similar to another one. In our study, a scenario reduction strategy proposed by [16] is adopted, and detailed description is given as follow.
Let n denotes the number of the scenarios, and the probability of each scenario S S S i , i = (1, 2, . . . , n) is denoted as π i . Here, S S S i is a vector with m elements. Assume that the number of scenarios is expected to reduce to N . Let the distance between two scenarios µ i and µ j is described as a 2-norm.
Then, the scenarios reduction algorithm is implemented iteratively until a given number of scenarios N is remaining. 
d(S S Sr, S S Si) = min
πr * ← πr * + πr 7. end while 8. end procedure
IV. CASE DESCRIPTION
The proposed modeling method for microgrid energy management is applied on a modified low voltage (LV) network from [11] , shown in Fig. 2 , for one day. The MGCC operates the MG every 15 minutes according to the scheduling plans from 00 : 00 to 24 : 00. The network includes three feeders which separately serve a primarily residential area, a workshop and a commercial consumer. A wide variety of DGs including a micro turbine (MT), a proton exchange membrane fuel cell (PEM-FC), storage device (NiMH battery), a small-scale WT and PVs are installed in the MG. The maximum and the minimum operating limits of each DG are shown in Table I . Also, the bids of all DGs and their start-up cost are presented in the same table. The bids of spinning reserves b r s t is assumed to be 0.25 $/kWh and the day-ahead grid electricity price is depicted in Fig. 3 . For simplicity, all DGs are assumed to be working at unity power factor and there is no reactive power exchange.
The forecast values of the WT and PV generation for the next 24 hours in the MG are shown in Fig. 4 . They are based on the day-ahead forecast data of WT and PV production on September 1, 2014 in Belgium provided by ELIA [17] . Since the data is obtained from a large high voltage power grid, appropriate normalizations are made to match the level of the MG. The data is recorded as a form of time series over 15 minute intervals, so there are 96 data points of each of the PV and WT production forecasts. According to Section III-C, the uncertainties in the PV and WT production are depicted by the form of prediction error with normal distribution. In order It is assumed that the aggregated load demand for the next day equals 1 943 kWh. In our study, all loads are supposed to be active loads. The predicted total energy demand data (from ELIA) in Belgium on the same day is adapted. In order to match the scale of the PV and WT generation, the same normalized process mentioned before is used. The forecasted load demands curve is shown in Fig. 5 . Similarly, the distribution parameters of the load forecast errors are estimated based on the statistical data of load forecast errors (from ELIA) in Belgium over the course of a year between September 1, 2013 and August 31, 2014. It turns out that the load forecast errors follow TND with the mean value of −2.88 and the standard deviation of 5.92. 
V. SIMULATION RESULTS
According to the distribution of the forecast errors in WT generation, PV generation and load, scenarios generation method mentioned in Section III-C is used to depict their randomness. In order to reveal the advantage of the proposed stochastic programming model, the optimization problem is first solved by deterministic approach for the purpose of comparison. The simulations are carried out on an Intel (R) Core (TM) i5-2400, 3.10 GHz personal computer with 4 GB RAM memory. The simulation tool is Matlab R2012b.
A. Results of Deterministic Method
In this subsection, we solve the energy optimization operation of MGs by the deterministic method in which the random variables are replaced by their forecasted time series values. The results obtained from the deterministic method show that the anticipated operating cost for the next day is $96.403. The optimal scheduling of all the units is shown in Fig. 6 . As shown in this figure, during 00 : 00 to 7 : 00, the market electricity prices are favorable, so the MGCC purchases active power from main grid as much as possible. As the market electricity prices go up after 7 : 00, electricity purchased from main grid dramatically decreases. Meanwhile, more electricity is imported from DGs to meet user loads. From 8 : 00 to 16 : 00, major electricity supply comes from FC and MT and part of the surplus electricity is sold to the utility for profits. Noticeably, as the market bid goes down at 16 : 00, the power production of MT decreases significantly for its cost advantage has diminished, but FC still works because it is much cheaper. In addition, the initial state of charge (SOC) of battery is assumed to be empty, so it has to be charged (positive power output) so as to be able to be discharged (positive power output) during peak hours at the beginning. From Fig. 6 , it can be seen that the battery starts to charge itself for 3 hours after midnight and then discharges between 9 : 00 and 12 : 00. This is because that the load is low after the midnight and peaks in the morning. In fact, the usage of battery helps improve load-generation matching and hence leads to a lower energy cost.
B. Results of Proposed Stochastic Method
One disadvantage of deterministic method is the lack of robustness. Although it works well when the forecast is precise, it usually cannot obtain good performance in reality because of the hard-to-capture uncertainties. To overcome the problem, the proposed two-stage stochastic programming model is applied to find a favorable scheduling solution which is expected to balance the various uncertainties. In the stochastic model, the uncertainties are handled by using the expected value of the second stage instead of their forecasted values, and then the stochastic problem is decomposed into deterministic problem. In order to lower the computational cost, the scenario simulation method mentioned in Section III-C is implemented. 1 000 stochastic scenarios are generated first and then reduced to 10 scenarios. The anticipated operating cost for the next day is $100.69. The scheduling of all the units obtained from the proposed stochastic model is shown in Fig. 7 . From the anticipated results, it seems that the deterministic method is much better because it can obtain a lower operating cost. However, the cost is only an anticipated cost but not a real operating cost occurring in the physical world. So, it is too early to conclude that the deterministic method outperforms the proposed stochastic method. In order to reveal the advantage of the stochastic model, we compare the results of optimization from deterministic method and stochastic method. Real WT and PV production as well as real demand loads on September 1, 2014 in Belgium provided by ELIA are used to calculate the real cost of each method based on their scheduling decisions. In order to compare with the forecast data, the same data processing method was used. The real data is listed in Table II. The anticipated and real operation cost obtained from stochastic method and deterministic method are given in Table III . The result shows that the real cost obtained from deterministic method is $ 252.12. That is too much higher than $169.85, which is the real cost obtained from stochastic method. The increased cost is due to the uncertainties that need expensive spinning reserves to mitigate real time imbalance. Once there are big forecast errors, the real operating cost will increase drastically. The optimization solution is very sensitive to variations in the prediction of random variables. On the contrary, the stochastic programming method can provide MGCC with a more robust scheduling plans even though the plans are not optimal. But it can thus minimize the risk from the impact of uncertainties and reduce its cost. This is because the consideration of uncertainties helps MGCC judge and weigh the cost and risk so that it can obtain a good hedging against various uncertainties. VI. CONCLUSIONS This paper focuses on the randomness in physical world of microgrid CPES and its effects on the energy optimization operation decision making process. The goal is to reduce the energy costs of MGs in the long run. The proposed energy scheduling optimization strategy for MGs is based on two-stage stochastic program by considering uncertainties in microgrid CPES. The uncertainties are modeled by generating stochastic scenarios according to PDF of each random variable. The simulation result shows that the proposed stochastic programming model possesses a good characteristic of finding robust solutions which are able to make hedging against various uncertainties and minimizes the expected energy cost of the microgrid. Consequently, the proposed energy scheduling optimization strategy can provide a robust and favorable energy scheduling solution for MGs under uncertain operating environment.
